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1. Introduction. 

Fake news has always existed. One of the greatest experts in fake news, post-truth, and 

disinformation, Joseph Goebbels, Adolf Hitlerôs right-hand man, said [1]: 

ñWe must make the people believe that hunger, thirst, scarcity, and disease are the 

fault of our opponents and make our supporters repeat this at every opportunity.ò 

In other words, present statements in such a way that people think they are the truth. And by 

repeating them as often as possible, they will believe it to be true. 

Disinformation includes all forms of false, inaccurate, or deceptively designed information, 

presented and promoted intentionally to cause public harm or for profit[2]. 

The generation of fake news as a disinformation tool is one of the biggest concerns in European 

societies, including Spain. This is reflected in the main conclusions of the 2022 Oxford University 

Reuters Institute ñDigital News Reportò [3] [4]. This report states that hoaxes and fake news 

generate concern and anxiety in 62 % of Spaniards. It also concludes that 72 % of the population 

admits to having believed some fake news. Furthermore, 95 % believe that disinformation is a 

problema for society as a whole.  

Al l areas of information, from political events and climate change to scientific advances and social 

movements, are susceptible to hoaxes, modified images, and unverified data that quickly go viral 

through social media. 

Thanks to generative artificial intelligence, it is now possible to create a wide variety of 

audiovisual (images, videos, audio) and textual content. These technologies can be used creatively 

and responsibly, although they are also being used, in some cases, to generate disinformation and 

manipulate public opinion. However, this same technology also makes it possible to detect and 

combat such manipulation. 

Due to the ease with which fake news can be generated or manipulated, it is vitally important to 

be able to verify the authenticity and integrity of news produced by RTVE, both before and after 

broadcast, thereby guaranteeing viewer trust. 

There are different methods and protocols to guarantee the authenticity of files and detect their 

manipulation. 

Before delving into the tools available for generating or detecting them, letôs analyze the 

taxonomy of real, manipulated, or fabricated news. 

 

2. Taxonomy of a news item. 

    2.1. Real news item.   

It is informative content based on verifiable facts, presented through authentic images, videos, 

and audio, without significant alterations that modify reality. The material has been recorded at 

the place and time of the news event. The recorded material is edited (cuts, subtitles, etc.) solely 

with the intention of improving the narrative, without altering the meaning. 
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    2.2. Manipulated news item.      

Manipulated news is a news story that starts with real events, but the audiovisual content is altered 

to distort perception, exaggerate, or change the context. Selective editing is performed, omitting 

key parts of statements or introducing an ideological bias. Techniques such as face swapping to 

replace faces or modify expressions, and face-to-face editing to change expressions or words in 

the speech may be used. 

 

        2.3 Artificially generated news item. 

This is audiovisual content created entirely using digital tools. The real event most likely did not 

occur; the news story is completely fabricated. Artificial intelligence techniques such as text-to-

video models, voice cloning, and lip-syncing are used for speech synchronization. 

 

3. Methods for generating deepfakes.     

Deepfakes are videos, image, or audio files manipulated using artificial intelligence programs to 

appear real. Deepfakes are used to create a sense of truth in viewers. They can change what a 

person has said in a video and replace it with something they never said, or replace a personôs 

face performing an action they never did. All of this is done with the sole intention of discrediting 

a person and damaging their public image, or to extort money from them in exchange for not 

sharing the video [5]. 

There are primarily two types of deepfakes: 

¶ Deepfaces: This involves the realistic generation of fake content, creating an image or 

video with a personôs face, while the entire image is artificial. This term is also used 

generally to refer to face swapping in images or videos. There are other, more specialized 

terms depending on the degree of image modification, such as: 

 

o FaceSwap: This involves swapping faces between images or videos, in a simple way 

than deepface, as it only replaces the face. It doesnôt modify complex expressions, 

but is limited to replacing the face [6].  

o FaceShifter: This is an advanced face-swapping method, taking into account details 

such as lighting, texture, and pose. It achieves more realistic results tan FaceSwap 

[7].  

 

 

 

 

 

 

Figure 3.1. FaceShifter. Source: FaceShifter: Towards High Fidelity And Occlusion Aware Face Swapping. 
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o Face2Face: This technique maintains the personôs identity, capturing one personôs 

expressions and transferring them to another [8]. 

 

 

 

 

 

Figure 3.2. Face2Face. Source: Face2Face: Real-time Face Capture and Reenactment of RGB Videos. 

 

¶ DeepVoices: This involved replacing a personôs voice, either in audio or video, making 

the person say something they never uttered. To do this, the personôs voice must first be 

cloned. Once his voice is cloned, the modified audio is replaced in the original video, 

again obtaining a fake video that looks real.  

 

Summary: 

 

Deepfakes represent one of the most worrying uses of artificial intelligence. Whether 

manipulating faces using techniques ranging from simple facial swaps like FaceSwap to 

sophisticated methods like FaceShifter or Face2Face, or impersonating voices through 

DeepVoice, these forgeries seek to construct an appearance of authenticity for a reality that 

never existed. Their objective is always the same: to generate deception, damage reputations, 

extort victims, and create disinformation. In a landscape where the boundary between reality 

and fiction is increasingly blurred, understanding these techniques is not just a technological 

matter, but a necessity for protecting ourselves in a digital environment where the truth can be 

easily manipulated. 

 

 

 

 

4.  Tools for generating deepfakes. 

There are a large number of tools for generating deepfakes to impersonate human faces, both 

commercial and open-source. Some of these are: DeeFake,DeepFaleLabs, DynamicaFace, 

Reface, Zao, Wombo, FaceMagic, Jiggi, Deep Nostalgia, Lensa AI, Deepfakes Web, Face Swap 

Live, Face Fusion+Pinokio, Akool, Ai FaceSwap y Face App. 

A few of them are briefly described below: 

    4.1. DeepFake. 

In 2018, DeeFakes [9] introduced a procedure to replace one personôs face with anotherôs, 

maintaining the same facial expression and eye movements. It is freely available on GitHub. 

Figure 4.1 shows an example where Scarlett Johansson has been replaced with Emma Stone. 
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Figure 4.1. Source: Emma Stone / target: Scarlett Johansson FaceSwap using  the Phaze-A model. 
Fuente: https://github.com/deepfakes/faceswap 

 

    4.2. DeepFaceLabs. 

In 2021, Petrov et al. introduced DeepFaceLabs, an open-source face-swapping system that 

achieves photorealistic results, as they indicate in their work [10]. The aim of this work was to 

raise awareness about the dangers of facial manipulation. To this end, they created an open-source 

deepfake project to generate high-quality face-swapping videos for training and to contribute to 

the development of forgery detection by providing high-quality forged data. This project is 

available on GitHub [11]. This model has been evaluated using the FaceForensics++ dataset. 

Images generated by this model have been incorporated into the DFDC (Deepfake Detection 

Challenge) dataset, created by Facebook and Microsoft. They propose two neural models based 

on autoencoders: DF (DeepFake Autoencoder), which is simple but consumes fewer 

computational resources while producing acceptable results, and a more complex model, LIAE 

(Linked Identity Autoencoder), which better preserves identity and achieves more realistic results. 

Figure 4.2 shows an example of face replacement. The source code and results are available at 

https://github.com/iperov/DeepFaceLab/. 

 

 

 

 

 

 

 

 

Figure 4.2. Face swap results generated by DeepFaceLab. Left: Source face. Center: Target face 

for replacement. Our results are shown on the right, demonstrating that DeepFaceLab was able 

to handle occlusion, poor lighting, and face profile with high fidelity. 
Source: DeepFaceLab: Integrated, flexible and extensible face-swapping framework 

 

 

https://github.com/deepfakes/faceswap
https://github.com/iperov/DeepFaceLab/
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4.3. DynamicFace. 

One of the most recent works, presented in 2025 by Wang et al., is DynamicFace [12]. This is a 

more complex model that employs a combination of neural networks designed to integrate 3D 

information and generate consistent video results. Its main network uses a U-Net-based 

architecture for image synthesis, which allows for the preservation of spatial details while 

performing transformations. Convolutional neural networks (CNNs) are used to extract and 

compose geometric priors (shape, expression, and pose) from 3D facial models. Transformers are 

used to ensure consistency between frames in video sequences. It was trained on the VGGFace2 

and VFHQ datasets, as well as a private dataset. This model was evaluated using FaceForensic++ 

dataset. Figure 4.3 shows some examples, and Figure 4.4 shows a diagram of the modelôs 

structure. Figure 4.5 shows a comparison of face replacement with other models. Table 4.1 

presents a comparison between DeepFaceLab and DynamicFace. The source code and results are 

available at https://dynamic-face.github.io/. 

 

 

 

 

 

 

 
 

Figure 4.3. Exchange results on DynamicFace. Source: DynamicFace: High-Quality and Consistent Video Face 

Swapping using Composable 3D Facial Priors 

 
 

 

 

 

 

 

 

 

 

 

 

Figure 4.4. DynamicFace Structure. Summary of the proposed method. A VAE encoder and the Reference Network 

extract details features from the source face, which are then fused into the main Stable Diffusion UNet network using spatial 

attention. The face encoder (Deng et al., 2019) extract high-level features from the source face image using a query transformer, 

which is then injected into both the Reference Network and the main UNet network using cross-attention. Four composable face 

conditions are fed into four expert guides and fused into the fusion network in latent space. Temporal attention aims to improve 

temporal consistency between frames. After iterative noise removal, a VAE decoder decodes the output of the main UNet network 

into the final animated video.  

Fuente: DynamicFace: High-Quality and Consistent Video Face Swapping using Composable 3D Facial Priors. 

https://dynamic-face.github.io/
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Figure 4.5. Qualitative comparison in FaceForensic++. Our method performs well with the 

distribution of unseen data and can also better preserve both identity (e.g., facial shape and 

texture) and movement, including expression and pose. Source: DynamicFace: High-Quality and Consistent 

Video Face Swapping using Composable 3D Facial Priors. 

 

Table 4.1. Comparison of DeepFaceLab and DynamicFace.  

Aspecto DeepFaceLab DynamicFace 
Main arquitecture  U-Net + 3D modules + Transformers 

+ GAN (PatchGAN) 

Autoencoder (DF, LIAE, 

DFHD, LIAEHD) 

Use of 3D priors  No, tit Works with 2D (src/dst 

frames) 

Yes, composites (shape, 

expression, pose) 

Temporal consistency No, it train frame by frame Yes, using Transformers for 

consistency between frames 

Quality and Resolution Standard: 128x128 px; HD: 256x256 

px 

High (512x512 px in training) 

Preservation of identity High with LIAE/LIAEHD  Very high thanks to 3D priors 

and temporal attention 

Complexity  Medium-high (depending on the 

chosen structurea) 

Very high (requires a powerful 

GPU and more time) 

 

Summary 

 

A wide variety of tools and techniques exist for replacing or modifying the human face in 

both images and video. Many of these tools are open source and free. They have achieved 

photorealistic quality and can often give the impression of being real images if the generated 

images are not carefully examined. A wide range of architectures are used for their 

generation, including convolutional neural networks, autoencoders, variational encoders, 

diffusion networks, geometric priors, and Transformers, among others. Detecting these types 

of images using automated algorithmic techniques has become a major field of study and 

analysis for the scientific community, which has developed a large number of models, tools, 

and datasets for their detection; some of these will be analyzed in this paper. 
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5. Tools for generating audio deepfake. 

Audio deepfakes have become one of the most worrying threats within the ecosystem of 

disinformation and digital fraud. Unlike text or images, the human voice possesses a very high 

emotional charge and persuasive capacity. Therefore, the proliferation of advanced voice cloning 

technologies, while valuable for legitimate content creation, also opens the door to malicious uses 

capable of manipulating opinions, deceiving citizens, and carrying out sophisticated frauds. In 

this context, understanding how voice cloning tools work is essential to evaluate their potential 

risk. 

In general, audio presents more complex technical challenges than images for deepfake detection, 

although each modality has its own difficulties. The complexity of the audio signal stems from 

the fact that it is a continuous temporal signal, and its perception depends on subtle variations in 

frequency, prosody, non-uniform temporal dynamics, and non-stationary phonetic characteristics, 

among other factors. 

Recent literatura [13] on deepfake audio detection highlights precisely that: 

¶ Synthetically generated voice can easily deceive the human ear, so robust techniques are 

needed to capture complex temporal patterns. 

¶ Current models employ feature frontends (MFCC, spectrograms), CNN/LSTM-based 

backends, and end-to-end systems to manage this complexity. 

They also indicate that deepfake audio detection remains an unresolved and highly challenging 

field due to the significant linguistic, prosodic, and acoustic variability. 

Although audio signal are one-dimensional (1D), they are time-dependent, requiring the modeling 

of long sequences. This is achieved using LSTM, CNN+LSTM, and Transformer neural network 

models. Many systems integrate MFCCs with RNNs/LSTMs due to their temporal complexity 

[14] [15]. In contrast, an image is two-dimensional (2D) but relatively spatially stable because it 

exhibits significant redundancy with patterns that are easier to capture using pure CNN networks 

[16]. 

 

All generative models tend to produce detectable patterns, as discussed in section 7, ñVisual 

Artifacts Generated by Generative Modelsò. This allows us to recognize images generated by 

GANs. However, in audio, modern TTS/VC models (So-VITS, VITS, GPT-SoVITS) produce 

very clean signals with fewer visible/audible artifacts. These artifacts are more distributed and 

temporal. 

Recent studies highlight that the detection of synthetic audio is not as mature or stable as that of 

images, and that the complexity is greater due to its temporal nature [17]. Without going into the 

temporal dimension of the video signal, although in the video signal this temporal characteristic 

can help us detect structural inconsistencies in the images. 

 

        5.1. Techniques used in audio. 

In audio deepfake detection, signal processing techniques, such as MFCC (Mel-Frequency 

Cepstral Coefficients), are combined with machine/deep learning models to distinguish subtle 

patterns between real and synthetic voices. A large number of techniques and algorithms exit, as 

shown in Figures 5.1 and 5.2 [18] [17]. Given the large number, only some of the most important 

one will be described. 
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Figure 5.1. Feature extraction in audio. The typical features used in previous studies can be 

roughly divided into four categories: short-term spectral features, long-term spectral features, 

prosodic features, and deep features. Source: https://doi.org/10.48550/arXiv.2308.14970 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://doi.org/10.48550/arXiv.2308.14970
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Figure 5.2. Summary of audio deepfake detection methods. Source: https://doi.org/10.3390/a15050155 

         

        5.1.1. Extraction of ñclassicalò features. 

To analyze and model audio signals, especially in classification, detection, or recognition tasks, 

it is common to transform the time waveform into feature sets that compactly represent its spectral 

and temporal content. 

Among the most widely used techniques are: 

¶ MFCC (Mel-Frequency Cepstral Coefficients): MFCCs are one of the most widely used 

descriptors in speech recognition and acoustic analysis. They represent the spectral 

envelope of the signal using the Mel scale, which models human auditory perception. 

Their calculation involves several stages: 

o Framing (segmentation into short windows). 

https://doi.org/10.3390/a15050155
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o Short-Time Fourier Transform (STFT). 

o Mel filter banks. 

o Logarithmic scalling. 

o Discrete Cosine Transform (DCT) to obtain more compact coefficients. 

               These characteristics capture vocal quality, timbre, intelligibility, and speech patterns    

               very well, making them widely used in audio classification, speaker identification, and    

               even synthetic audio detection. 

¶ Mel Spectrogram: Instead of generating compact numerical vectors, the time-frequency 

representation on a Mel scale is used directly as if it were an image. This allows the use 

of convolutional neural networks (CNNs), which are very effective at identifying visual 

patterns such as: 

o Typical artifacts of automatically generated audio. 

o Overly uniform spectral textures. 

o Unnatural temporal transitions. 

              It is the standard input in many modern deepfake voice detection and environmental  

              classification models. 

¶ CQCC (Constant-Q Cepstral Coefficients): These are an improvement over MFCC [19]. 

They better detect traces or artifacts from synthesis, vocoding, time-stretching, and 

spectral manipulation. The steps for their calculation include: 

o Framing (segmentation into short windows). 

o CQT (Constant-Q Transform). 

o The spectrum is converted to a linear scale. 

o Logarithms are applied (log-magnitudes). 

o DCT (Discrete Coseno Transform). 

              They are used in speaker verification systems and replay attacks (re-recordings and      

               manipulation). 
 

¶ Other audio descriptors: These are often used in conjunction with MFCC to increase 

robustness against noise, recording variations, or compression. Among the most relevant 

are: 

o Energy per band. 

o Spectral centroids (a measure of the ñbrightnessò of the sound). 

o Spectral roll-off. 

o Spectral entropy. 

o Zero crossing rate (ZCR). 

o Jitter/Shimmer (frequency and amplitude instability in speech). 

o STFT + advanced temporal characteristics (MFCC Delta and Delta-Delta). 

               These help characterize timbre properties, noise presence, and vocal stability. 

 

Figure 5.3 shows a comparison between the time-domain waveform, the Mel spectrogram, and 

the MFCC spectrogram. 
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Figure 5.3. Comparison between time-domain, Mel spectrogram, and MFCC. Source: 

https://www.kaggle.com/code/seriousran/mfcc-feature-extraction-for-sound-classification 

 

       5.1.2. Models machine learning and deep learning. 

Once the features (MFCC, Mel spectrograms, etc.) have been extracted, they are applied: 

¶ Classical models: 

o SVM, Random Forest, GMM, XGBoost on MFCC statistics (mean, variance, 

percentiles by locus or window). 

o Advantages: more interpretable, fast training. 

o Disadvantages: less powerful in complex scenarios. 

 

¶ Deep Learning Models: 

o CNN on Mel spectrograms: treat the spectrogram as an image and detect typical 

spatial patterns of synthesis. 

o RNN/LSTM/GRU on MFCC sequences: capture temporal dynamics (prosody, 

pauses). 

o Hybrid CNN+LSTM architectures or Transformers: CNN to extract feature 

maps and a temporal layer to model the sequence. 

o Learned Embeddings (x-vectors, wav2vec, TRILL, etc.) [20] [21] [22]: Audio 

representations learned by pre-trained neural networks. They capture higher-

level patterns, such as speaker identity, naturalness, prosody, or spectral 

consistency. They often outperform classical descriptors in complex tasks. 

 

    5.2. GPT-SoVITS. 

GPT-SoVITS is a voice conversion (VC) and text-to-speech (TTS) project that allows voice 

cloning with just a few seconds of audio. It includes a web-based interface and multiple tools for 

easily training voice models. 

Its main features are: 

¶ Zero-shot TTS: Generates speech from text using only 5 seconds of audio as a reference. 

¶ Few-shot TTS: Model training can be performed to improve voice similarity with as little 

as 1 minute of audio. 

¶ Multilingual support: English, Chinese, Japanese, and Cantonese. 

https://www.kaggle.com/code/seriousran/mfcc-feature-extraction-for-sound-classification
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¶ Integrated web interface with: 

o Vocal separation (UVR5). 

o Automatic audio segmentation. 

o ASR (Analytic Speech Recognition). 

o Text tagging. 

 

The code, installation methods (Windows, Linux, macOS), and other tools can be accessed on the 

GitHub page https://github.com/RVC-Boss/GPT-SoVITS. 

 

    5.3. SoVITS-SVC. 

The goal of this open-source project, accessible on GitHub, is to create tools for developers to 

generate singing voices for fictional characters. It is a Singing Voice Conversion (SVC) system 

based on SoftVC and VITS, and designed to convert sung voices while maintaining the content, 

tone, rhythm and expressiveness of the original audio [23] [24] [25].  

SoftVC is an encoder that extracts characteristics from the audio signal. Other alternatives to 

SoftVC include ContentVec, HuBERT, and Whisper-PPG. 

Once the voice characteristics have been extracted, a vocoder based on NSF-HiFiGAN [26] [27] 

is used to generate the audio signal. This vocoder is an improvement on the classic HiFiGAN, 

employing a combination of the Mel spectrogram with a pitch vector (F0), which allows for better 

modelling of periodicity, naturalness, and stability, especially for singing or expressive voices. 

 

    5.4. FishAudio-S1. 

FishAudio-S1 is an advanced voice synthesis (TTS) and voice cloning model developed by Fish 

Audio. Its goal is to generate more natural, realistic, and expressive human voices than previous 

TTS systems [28]. 

It produces highly natural-sounding voices with human-like rhythm, prosody, and variations. The 

system allows for the control of explicit emotions, tones, and special effects, such as sadness, 

excitement, whispers, laughter, etc. Cloning a voice requires only 10 to 30 seconds of audio 

samples. 

It directly supports text in multiple languages without the need for prior preprocessing to convert 

text to phonemes. The supported language are: English, Chinese, Japanese, German, French, 

Spanish, Korean, Russian, Dutch, Italian, Polish, and Portuguese. 

More information can be found on the GitHub website https://github.com/fishaudio/fish-speech. 

 

   5.5. Bert-VITS2. 

Bert-VITS [29] [30] is a TTS system based on the VITS2 architecture [31], extended with 

multilingual BERT models to improve semantic text understanding. 

Its goal is to generate natural and expressive speech by combining three sources of information: 

phonemes (from a G2P module), BERT semantic embeddings, and prosodic features extracted 

during preprocessing. This integration allows the model to better understand the meaning and  

https://github.com/RVC-Boss/GPT-SoVITS
https://github.com/fishaudio/fish-speech
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intent of the text, resulting in more coherent prosody and more human-like intonation, while 

maintaining the efficiency of the VITS architecture, which combines an acoustic model and 

vocoder in a single end-to-end system. 

Furthermore, Bert-VITS2 supports multiple languages, as it incorporates various specialized 

BERTs and offers expanded support for emotions and style through additional modules such as 

CLAP [32] or wave2vec-emotion [33]. Although not a zero-shot model, it allows for training 

custom voices with relatively small datasets and offers significant control over pitch, diction, 

duration, and expressiveness. Thanks to its balance of quality, control, and ease of training, it 

became one of the most popular custom TTS systems before the arrival of more recent models 

such as So-VITS, GPT-SoVITS, or FishAudio-S1. 

 

    5.6. Others tools and models available. 

For text-to-speech or voice conversion, there are many techniques in addition to those described 

above. We can classify them by technology families, as shown in Table 5.1. Although a large 

number of models have been mentioned, the literature is extensive, and many others exist. 

Table 5.1. Other families and models. 

Familia Descripción Modelo Fuente 

 

Autoregressive 

Models  
(Traditional AR TTS) 

These generate audio 

sequentially. They typically 

produce Mel spectrograms 

before using a vocoder. They 

were the basis of modern TTS. 

Tacotron 

Tacotron-2 

DeepVoice 3 

FastSpeech 

FastSpeech-2 

[34] 

[35] 

[36] 

[37] 

[38] 

 

 

Difusion Models 

 

Models that start with noise and 

refine the signal to obtain clean 

audio. Inspired by image 

models like Stable Diffusion. 

They produce highly natural 

voices and realistic prosody. 

 

Grad-TTS 

DiffWave 

ProDiff 

 

[39] 

[40] 

[41] 

 

 

Flow-based models 

(Normalizing Flow) 

These architectures learn 

invertible mathematical 

functions to transform noise 

distribution into audio or 

acoustic representations, They 

are fast and stable. 

 

Glow-TTS 

WaveGlow 

 

[42] 

[43] 

 

 

Models Based on 

Large Language 

Models (LLM -TTS) 

The current trend is to integrate 

TTS with LLMs. They treat 

audio as a sequence of tokens, 

just like text, allowing voice to 

be generated using techniques 

specific to LLMs. 

Vall-E / Val-E X 

OpenAi Voice 

Engine 

Audiobox (Meta) 

GigaSpeech TTS 

AudioLM 

SoundStorm 

SpeechTokenizer 

[44] 

 

 

[45] 

 

[46] 

[47] 

[48] 

 

Discrete Code 

Models   

(Codec + TTS) 

They compress the audio into 

discrete MP3-style tokens 

using neural codecs, then 

another model generate those 

tokens from text or another 

voice.  

 

 

EnCodec (Meta) 

 

 

[49][50] 
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Table 5.1. Cont. 

 

 

Voice Conversion 

Models (SVC, 

Speech Voice 

Conversion) 

These models donôt 

generate speech from 

text; instead, they 

transform a source 

voice into a target voice 

while preserving the 

content. They are used 

in dubbing and singing, 

as they allow for the 

preservation of the 

original performance 

and rhythm. They 

include methods based 

on autoencoders, 

component separation, 

and diffusion networks. 

 

 

DiffSinger 

AutoVC 

Nansy++ 

 

 

[51] 

[52] 

[53] 

 

 

    5.7. Commercial. 

Commercial tools for voice cloning and generation are widely used in the conversational agent, 

audiobook, translation, and film dubbing sectors, among others. 

        5.7.1. ElevenLabs Voice AI. 

ElevenLabs is one of the most widely used tools in the film industry for dubbing and generating 

synthetic voices [54]. It has a series of APIs for developers, including: 

¶ Text to Speech. 

¶ Speech to Text. 

¶ Realtime Speech to Text. 

¶ Voice Cloning. 

¶ Sound Effects. 

¶ Compose Songs. 

Cloning a voice only requires 1 to 5 minutes of audio. Many examples of voices generated with 

this tool are available on its website. 

         

        5.7.2. Other commercial voice cloning tools. 

There are other cloning tools, some of which are: 

¶ Descript Overdub: Its design was conceived to facilitate audio and video editing, 

allowing the user to correct errors or generate new phrases using text, with a clone of 

their own voice. 

¶ Respeecher: Its ability to reproduce emotions, breathing, laughter, and speech nuances 

produces results almost indistinguishable from the originals, which is why it has been 

used in film projects by LucasFilm, Sony, and other companies in the audiovisual sector. 
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¶ Microsoft Azure Custom Neural Voice: This is probably the most rigorous and 

controlled solution on the market. Microsoft requires a detailed approval and justification 

process for the use case before allowing the model to be trained. 

 

6. Public organizations and projects for combating disinformation. 

    6.1. National organizations in Spain. 

        6.1.1. Ministry of Foreign Affairs, European Union and Cooperation. 

One of the functions of this ministry is the protection of citizens against disinformation 

campaigns, especially those of foreign origin, knows as FIMI  (Foreign Information Manipulation 

and Interference) [55]. These disinformation campaigns are one of the biggest concerns for 

democratic countries, as they pose a direct threat to the rule of law and the defense of the countryôs 

interest beyond its borders. 

Disinformation campaigns in the information domain, carried out in a coordinated and intentional 

manner to manipulate the information landscape, represent a threat to the countryôs interests, 

constitutional values, democratic processes, democratically constituted institutions, and, by 

extension, a risk to national security. 

It participates in the DISARM Red Framework [56], of the DISARM Foundation. It is a 

collaborative and open framework designed to establish a common language for documenting 

influence operations, such as disinformation campaigns. Organizations can describe manipulative 

and disinformation behaviors using standarized language, facilitating information sharing among 

them. Analyst, researchers, and journalists can use it to tag and classify manipulation tactics in 

reports. The following tools are available: 

¶ Tagge Tool: a Microsoft Word add-in that helps tag reports with the DISARM 

framework. 

¶ Collaborative databases: updated with real-world examples of disinformation 

operations. 

¶ Training : Alliance4Europe offers training for analysts who want to apply the framework. 

 

Spain also participates in the RAS (Rapid Alert System) [57], a rapid alert system against 

disinformation, created in 2019 to detect and coordinate the response to disinformation campaigns 

in the EU. 

 

        6.1.2. INCIBE. 

The INCIBE (Spanish National Cybersecurity Institute) has a guide with recommendations for 

identifying fake news [58]. It emphasizes the importance of always verifying the source of 

information, consulting multiple reliable sources, and being critical when evaluating the veracity 

of news found online. It recommends a series of fact-cheking tools/portals. 

¶ Newtral (2018). 

¶ Infoveritas (2022). 

¶ Maldita.es (2014, now a foundation since 2020). 

¶ EFE Verifica (2019). 
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¶ Verificat (2019). 

¶ Verifica RTVE (2020). 

¶ Fact Check Explorer (2017) (Google browser extension, also available as an API). 

 

Here are some clues that can help us identify fake news: 

¶ Be wary of videos with sensationalist, alarming, or emotionally charged titles. 

¶ Carefully examine the image: since most cases involve facial replacements, look for 

inconsistencies in the rest of the body, such as unusual shadows, differences in skin 

tone, or unnatural gestures. 

¶ Listen attentively: be suspicious if the audio doesn't match the image, doesn't 

correspond to the person speaking, or has synchronization issues. 

¶ Audio or video duration: short durations are usually an indication of a deepfake, as it's 

easier to hide errors in short videos or audio clips. 

¶ Use common sense: if the content is very alarming and has a lot of impact on social 

media in a very short time, be suspicious and verify that information in other sources. 

 

        6.1.3. Department National Security (DNS): Forum against disinformation campaigns. 

The Spanish Department of National Security (DNS) [59] coordinates the Governmentôs 

response to disinformation campaigns. It does so through the National Strategy [60] and the 

Forum against disinformation campaigns [61], which brings together institutions, universities, 

media, and technology companies. 

The Forum against Disinformation Campaigns arose from the European Democracy Action Plan 

(2020) [62] and the 2021 National Security Strategy [63], which identified the need to strengthen 

public-private collaboration to understand and address threats. Its main purpose is to counter 

disinformation campaigns, considered a risk to National Security, by improving knowledge of 

and response to them. 

The National Strategy is a document that establishes guidelines for protecting institutions and 

society from false or manipulated information. The Forum against Disinformation is a collegiate 

body attached to the DNS. Its work includes creating working groups to analyze threats and 

improve the detection of and response to hoaxes, as established by Law 36/2015 on National 

Security [64]. The creation of the Forum was formalized by Order PCM/541/2022 [65], following 

the Agreement of the Council of Ministers of May 31, 2022, establishing a permanent space for 

cooperation for this purpose. 

The Forumôs specific working groups aim to study and analyze topics related to the Forumôs 

objectives. These groups produce public documents that are accessible to the public, contributing 

to knowledge on the topics discussed and to the fulfilment of the Forumôs goals. A list and the 

results of the working groups can be found on the DNS website [66]. The media are represented 

through the Federation of Associations of Journalists of Spain (FAPE) with two members, 

Emilio Andreu and Borja Díaz Merry. Both are part of the RTVE staff. A complete list of the 

associations and members can be found on DNS website [67]. 

DNS analyses often raise concerns about interference from foreign actors. A recent example in 

National Security reports is the pro-Russian propaganda ecosystem, which has sought to amplify 

narratives of chaos and promote distrust towards Spanish institutions during emergency situations 

[68]. 
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        6.1.4. IBERIFIER Plus  (2024-2026). 

 

It is an observatory dedicated to investigating and combating disinformation in Spain and 

Portugal. It is a continuation of the IBERIFIER project [69], created in 2011 by Professor Ramón 

Salaverría (University of Navarra). IBERIFIER Plus [70] is an Alliance of 25 partners, including 

universities, research centers, fact-checkers (Maldita.es, Verificat, and Poligrafo), and more than 

100 researchers and journalists in Spain and Portugal. It is supported by the European 

Commission and collaborates with the EDMO  (European Digital Media Observatory) network 

of hubs, the European digital media observatory created in 2020. Its objectives are to detect and 

analyze disinformation campaigns, create technologies for the early detection of disinformation, 

help traditional and local media outles, as well as public authorities, to report disinformation 

campaigns, and promote public awareness of disinformation through media literacy activities. 

 

        6.1.5. IVERES. 

The IVERES project (Identification, Verification, and Response to Disinformation) is an 

initiative led by RTVE and the Autonomous University of Barcelona (UAB), and funded by 

Spanish Ministry of Science and Innovation. 

Its objective was to develop an artificial intelligence system to support the automatic or semi-

automatic verification of news content, focusing on combating fake news, image and audio 

manipulation, bot detection, and social media monitoring. The project includes a ñtoolboxò that 

integrates deterministic and deep learning methods for content classification, deepfake 

identification, virality analysis and credibility verification, specially designed to strengthen units 

such as VerifcaRTVE. 

 

    6.2. European. 

        6.2.1. European Parliament and European Commission. 

Some of the projects co-funded by European Parliament or the European Commission to combat 

disinformation are: 

¶ Vera.ai. 

¶ EDMO (European Digital Media Observatory). 

¶ DE FACTO. 

¶ CEDMO (Central European Digital Media Observatory). 

¶ EDMO BELUX. 

¶ Lakmusz-HDMO. 

¶ GADMO (German-Austrian Digital Media Observatory). 

¶ BROD (Bulgarian-Romanian Observatory of Digital Media). 

¶ ADMO (Adria Digital Media Observatory). 

¶ MedMO (Mediterranean Digital Media Observatory). 
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        6.2.2. EFCSN (European Fact-Checking Standards Network). 

The EFCSN (European Fact-Checking Standards Network) is a European network of fact-

checking organizations, established in 2023 [71]. Its main objective is to promote and strengthen 

the highest standards of independence, transparency, and journalist rigor in news verification, in 

response to the growing threat of disinformation in Europe. 

The EFCSN was born from a project promoted by the European Commission, which brought 

together more than 45 organizations from more than 30 countries to draft the European Code of 

Standards for Independent Fact-Checking Organizations, published in September 2022. This code 

establishes methodological, ethical and transparency criteria that organizations must meet to be 

verified members [72]. 

Currently, it comprises 61 verification organizations from Council of Europe member states. The 

Council of Europe member states are 46 European countries that have joined together to promote 

human rights, democracy, and the rule of law on the continent. 

The Spanish organizations that are members of the EFCSN are: 

¶ EFE Verifica. 

¶ Maldita.es. 

¶ Newtral. 

¶ Verificat. 

¶ Infoveritas. 

It is noteworthy that RTVE is not among its members or in any of its working groups (Members 

of the Broad Group, Members of the Working Committee). 

Some of the best-known European media outlets that are part of the organization are: AFP 

(France), Deutsche Presse-Agentur (Germany), and france.tv (France). The full list can be found 

on their website. 

 

    6.3. International. 

        6.3.1. UNESCO. 

The United Nations Educational, Scientific and Cultural Organization (UNESCO) has been a 

pioneer in the expansion and development of media literacy and education as a key issue in 

todayôs societies. From the Grundwald Declaration (1982), which established the main 

framework, and subsequently the Alexandria Declaration (2005), which involved a more 

systematic and precise definition, through the Vienna Conference (1999), which considered 

digital advances and the new communication era, to UNESCO´s Paris Agenda (2007), UNESCO 

has been a pioneer in media literacy [73] [74]. Also in 2007, it presented the ñModel Curriculum 

for Journalism Studiesò [75]. In 2008, the organization presented the ñICT Competency 

Framework for Teachersò, focused on ICT in Education, introducing technological literacy for 

teachers. In 2011, it presented the ñAMI Curriculumò (Media and Information Literacy), as a 

prerequisite in the Network Society for all citizens, but focusing on teachers as leaders in media 

education [76]. In 2015 he presented ñTeaching Journalism for Sustainable Development: New 

Study Programsò [77] urging the media and journalism to be aware of the adaptation of their 

discourses to the new era, being able to understand how social networks affected the traditional  
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role of journalists, how they changed the process of news production and dissemination, as well 

as the relationship between journalism and audiences. 

More recently, in response to the new challenges posed by artificial intelligence, it presented 

ñThink About AI: AMI in the Digital Worldò [78], which addresses issues such as disinformation, 

hate speech, artificial intelligence, and critical digital citizenship. 

 

6.3.2. IFCN (International Fact -Cheking Network). 

It is an international fact-checking network, launched in 2015 to bring together the global fact-

checking community [79] [80]. Its objectives are to defend data integrity through the creation of 

support networks, capacity building, and collaboration. The IFCN network comprises more than 

170 fact-checking organizations worldwide. It provides resources to fact-checkers, contributes to 

public discourse, and support new projects and initiatives that promote accountability in 

journalism. 

The Spanish organizations that are members of IFCN are: 

¶ Infoveritas. 

¶ Maldita.es. 

¶ Newtral. 

RTVE is not a member. 

Some of the internationally renowned media outlets that are part of the organization are: The 

Whashington Post, Reuters, France 24, and Deutsche Welle.  A complete list can be found on 

their website [81]. 

 

    6.4. Legal regulations. 

        6.4.1. Order PCM/1030/2020, of October 30, Procedure for action against  

                  disinformation approved by the National Security Council. 

 

The regulation is based om the premise that access to truthful information is essential for 

democracy. Disinformation, defined by the European Commission as false or misleading 

information disseminated for profit or to manipulate, threatens democratic processes, health, 

safety, and other public goods. The EU had already approved an Action Plan against 

disinformation in 2018, and the need for coordinated national mechanisms has been reinforced 

by the COVID-19. 

 

In this text establishes the procedure for action against disinformation approved by the National 

Security Council. 

 
 

        6.4.2. EU Regulation 2024/1689 laying down harmonised rules in the fields of artificial   

                  intelligence. 

This Artificial Intelligence Regulation was adopted by the EU to promote safe, ethical, and 

reliable AI systems, prohibiting unacceptable risk uses and establishing requirements for high- 
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risk and high-transparency systems. Published in June 2024, the Regulation will be phased in, 

with prohibitions on unacceptable risk coming into effect in February 2025 and full obligations 

for high-risk systems coming into effect in August 2027 [82]. 

The main objectives are: 

¶ To foster the development of trustworthy AI: To drive innovation and the adoption of 

safe and trustworthy AI system in the EU single market. 

¶ To protect fundamental rights: To ensure that AI systems respect the health, safety, and 

fundamental right of EU citizens. 

¶ To create a risk-based framework: To establish standards that vary according to the 

level of risk an AI system may generate. 
 

The Regulation divides AI systems into different risk categories: 

¶ Unacceptable risk: Practices that will be prohibited, such as manipulation, the use of 

social points by governments, or real-time biometric identification in public spaces. 

¶ High risk : Systems that require specific legal requirements due to their potential impact 

on health, safety, or fundamental right. 

¶ Limited or minimal risk : Other AI systems subject to transparency obligations, such as 

information on the use of chatbots. 

 
 

        6.4.3. EU Regulation 2022/2065 on Digital Services (DSA) for a single market in 

digital services. 

This EU law aims to create a safer digital environment for users and establish a level playing field 

for businesses. It regulates various digital service providers, including online marketplaces, social 

media platforms, content-sharing platforms, and app stores. It introduces rules to protect 

fundamental user right and improve the accountability of digital platforms. Published on 19 

October 2022, it entered into full force in February 2024 [83]. 

  

    6.5. News Integrity in the A ge of Artificial Intelligence. 

The newsintegrity.org, supported by international organizations such as the EBU (European 

Broadcasting Union), WAN-IFRA (World Association of News Publishers) and FIPP 

(International Federation of Periodical Press), seeks to establish ethical principles for the use of 

news content by generative AI technology companies [84]. 

The ethical principles promoted by this initiative are: 

1. News content should only be used in generative AI models and tools with the creatorôs 

authorization. 

2. The value of up-to-date, high-quality news content should be fairly recognized when it 

is used to benefit third parties. 

3. Accuracy and attribution matter. The original news source of AI-generated material 

should be evident and accessible to the public. 

4. Leveraging media pluralism will provide significant benefits for AI-powered tools 

5. We invite technology companies to engage in a formal dialogue with news organizations 

to develop standards of security, accuracy, and transparency. 
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Summary 

 

The fight against disinformation has become a priority for governments, national and 

international organizations, and civil society organizations alike. Disinformation and 

the manipulation of reality can affect all aspects of human life, from health: by offering 

unverified information that contradicts established medical and scientific criteria, to 

entertainment: by manipulating audiovisual content, and influencing election 

campaign: by spreading falsehoods about candidates, to national and international 

security: by generating fake or manipulated news that, in turn, creates polarization, 

tension, and misunderstandings between nations. 

 

The fight against disinformation is based on three aspects: 

¶ Media and ethical training: many professional media organizations conduct 

training campaigns to teach media professionals and any interested citizen how 

to detect fake or manipulated news. 

¶ Verification tools: a large number of platforms and tools have been created to 

try to verify information published on the internet and social media. 

¶ National and European legal regulations to combat disinformation and regulate 

the digital market. 

 
 
 

 

7. Classification of techniques for detecting fake news. 

We will present an initial classification for detecting fake news in text documents, images, and 

audiovisual content, differentiating between traditional techniques and modern techniques base 

don artificial intelligence. 

 

    7.1. Traditional techniques. 

¶ Metadata análisis: Analyzing the internal data of image and video files. The files contain 

embedded metadata (EXIF, IPTC) that may reveal inconsistencies in dates, locations, 

devices, and software used, as well as any edits made if the files have been modified [85] 

[86] [87]. 

¶ Visual artifacts or inconsistencies: Images are examined for traces of manipulation 

(inconsistent shadows, false edges, altered compression patterns). 

¶ Manual source verification: The content is compared with recognized sources, and the 

reputation of those publishing the information is reviewed. 

¶ Manual linguistic analysis: The text is reviewed for spelling, emotional bias, and 

sensationalism. 

 

Table 7.1 shows examples of the application of these traditional techniques in automated systems. 
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Table 7.1. Examples of the application of traditional techniques. 

Content Type Tradi tional Technique Appplication Example 

Text Manual verification, spelling Tools such as manual web 

checkers 

Image EXIF/metadata, artefactos visuales Digital forensic analysis tools 

Audio/Video Metadatos, Visual artifacts Codecs inspection, 

synchronization, editing 
 

     

    7.2. Modern techniques (Artificial Intelligence). 

 

¶ NLP and Machine Learning: Natural language processing (NLP) models analyze 

textual patterns such as syntax, semantics, sentence length, and emotionality. They 

classify news using supervised techniques and deep neural networks. 

¶ Computer Vision: Deep learning algorithms detect manipulation in images or videos, 

such as deepfakes, pixel alterations, or synthetic generation. 

¶ Multimodal Systems: Combine text, image, audio and video in a classification model. 

¶ Dissemination Pattern Detection: Analyzes virality and social media behavior (graph 

analysis, patterns of repetitive users, and bots). 

¶ Comparison with Verified Databases: The systems cross-reference the detected 

information with trusted repositories and authoritative sources. 

 

Table 7.2 shows examples of the application of modern techniques in automated systems. 

 

Table 7.2. Examples of application of modern techniques (IA). 

Content Type AI Technique  Example of Application 
Text LLM  models (GPT, BERT, etc.) Classifiers that label news as true or 

false 

Image Convolutional neural networks (CNN), 

multimodal analysis 

Deepfake and synthetic 

manipulation detectors 

Audio Audio neural networks Tools that classify real and 

synthetic voices. 

Video Convolutional neural networks (CNN), 

ViT (Visual Transformers) 

Tools that classify real and 

synthetic videos 
 

 

 

 

 

 

 

 

 

 

 



 

  State-of-the-art study in the detection of fake news 

 

32 
 

 

 

 

Summary 

 

The techniques used to detect fake news are varied and diverse, as there are different media for 

transmitting information. Information can be transmitted in text form, as still images, or as 

video and audio sequences. Furthermore, varying degrees of manipulation can be applied, from 

partial manipulation of short fragments of a real news story to entirely synthetic manipulation. 

It is more difficult to detect minor manipulations of a mostly real news story, such as replacing 

some words in the speech with others, thereby changing the meaning of what is said. 

 

A classification has been carried out using both traditional and modern techniques that employ 

the latest advances in machine and deep learning: 

¶ Traditional techniques: These use the metadata (date, location, edits, etc.) embedded 

in digital files to check if they have been modified. Manual and visual techniques are 

used to check for inconsistencies in images (shadows, defective object edges, 

transparencies, etc.). Manual linguistic analysis. 

¶ Modern techniques: Employing the latest advances in natural language processing 

systems (NLP) to analyze textual patterns, semantics, and probability distributions. 

Computer vision with deep learning techniques to detect synthetically generated 

patterns in images or audio. 
 

 

 

8. Visual artifacts generated by generative models. 

Generative networks produce certain visual artifacts that allows us to identify whether an image 

has been artificially generated [88]. They even allow us to detect the specific model (Midjourney, 

DALL -E, DeepDream, and Stable Diffusion) used in its generation, as they produce typical 

artifacts depending on the model employed. By zooming in on the image, as shown in Figure 8.1, 

we can see some checkerboard patterns and artifacts in the generated image. It is more obvious 

in some cases than in others, but many models generate this type of pattern. 

 

 

 

 

 

 

 

 

 

 

 

Figure 8.1. Artifacts produced by generative networks. Source: https://distill.pub/2016/deconv-checkerboard/ 
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These artifacts are produced by transposition layers, also called deconvolution or transposed 

convolution, which are used in most generative image networks such as VAEs (Variational 

AutoEncoders), GANs (Generative Adversarial Networks), and Diffusion networks. Most 

networks build images from lower resolutions and then construct the final image by reinjecting 

details, as shown in Figure 8.2, which illustrates the process used by DeepDream. To do this, they 

employ deconvolution layers which, due to their internal workings, generate the aforementioned 

patterns. These patterns appear in the very early stages, even before the models is trained, as 

shown in Figure 8.3. 

 

 

 

 

 

 

 

 
 

Figure 8.2. DeepDream process: successive scales of spatial processing and reinjection of 

details as the scale increases. Source: Deep Learning con Python. François Chollet. 

 

 

 

 

 

 

Figure 8.3. Patterns in early stages of a generator. Source: https://distill.pub/2016/deconv-checkerboard 

 

Summary: 

 

Generative models often introduce characteristic and repetitive patterns into the images they 

produce. These artifacts can be used to identify their synthetic nature and even infer which 

specific model, such as Stable Diffusion, DALL-E, etc., was used in the generation. However, 

once these distinctive patterns are detected and reliable methods for recognizing artificial 

images are developed, those seeking to spread disinformation tend to create tools designed to 

modify or mask these fingerprints. This process, in turn, introduces new patterns that the 

scientific community must analyze and detect, creating a virtually endless cycle of adaptation 

between generation techniques and detection methods. 

 
 

 

https://distill.pub/2016/deconv-checkerboard
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9. Metrics for measuring the quality of generative models. 

To evaluate and compare different generative tools and models, a series of metrics have been 

designed. These measure the quality of the generated data, understanding quality as the 

characteristic that allows us to distinguish whether a text or image has been generated by a human 

or an artificial intelligence system. We can divide these metrics into two main categories: one for 

evaluating text generation and another for image generation. 

     9.1. Metrics for evaluating text generation. 

Table 9.1 shows the main metrics used to measure the quality of the generated texts, along with 

a brief description. 

Table 9.1. Main metrics for evaluating text generation. 

Metric  Description 

BLEU (Bilingual Evaluation 

Understudy) [89] 

Compares n-grams between the generated text and human 

references. 

Common in translations. 

ROUGE (Recall-Oriented 

Understudy for Gisting 

Evaluation) [90] [91] [92] 

[93] [94] 

Measures the overlap of n-grams, word sequences, and 

word pairs. 

Used in text summaries, question-and-answer sessions, 

and translations. 

METEOR (Metric for 

Evaluation of Translation 

with Explicit Ordering)[95] 

Similar to BLEU but takes into account synonyms and 

word order. 

Measures the extent to which the text generated with 

machine translations matches the structure of the 

reference translations. 

It is used in text summaries and question-and-answer 

sessions. 

BERTScore [96] It uses BERT embeddings to semantically compare 

generated and reference texts. 

It is used for text summaries and question-and-answer 

sessions. 

MAUVE [97] It evaluates the similarity between probability 

distributions of generated and human text. 

Designed specifically for large language models (LLM). 

DRPE (Diverse Role-Players 

for Summarization 

Evaluation) [98] 

 

It attempts to overcome the limitations of previous 

methods such as BLEU, ROUGE, or BERTScore, 

especially in subjective classifications (interesting, useful, 

engaging, fluency, etc.). It employs different evaluation 

perspectives (fans, journalists, researchers, etc.) 

depending on the text's context. The votes from the 

different perspectives are aggregated to obtain a final 

score. Trained with the CNN2022, BBC2022, and 

SummEval (2021) datasets. Used for evaluating 

summaries generated by LLMs. 

Evaluación humana Although manual, it remains essential for measuring 

fluency, coherence, creativity, and usefulness. 
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9.2. Metric for evaluating image generation. 

Table 9.2 shows the main metrics used to measure the quality of the generated images, along 

with a brief description. 

ó 

Table 9.2. Main metrics for evaluating image generation. 

Metric  Description 

FID (Fréchet Inception 

Distance) [99] [100] 

Compares statistical distributions of features between real and 

generated images. 

The lower the value, the better. 

CFID (Compound Fréchet 

Inception Distance) [101] 

It is an improvement on FID, which does not accurately detect 

certain visual defects, as it only analyzes high-level features. 

For this, it employs three levels of feature abstraction extracted 

from different layers of the Inception-V3 network: 

o Low-level features: textures, local edges. 

o Mid-level features: lines, shapes. 

o High-level features: complete objects, global context. 

This allows for the detection of both local and global distortions 

in images, improving sensitivity to noise, blur, warping, etc. 

IS (Inception Score) [102] It measures the quality and diversity of the generated images. 

It is based on the classifier's confidence and the class diversity 

of the pre-trained Inception-V3 network. The IS formula is 

based on the KL divergence between the conditional and 

marginal distributions. 

CLIPScore (Contrastive 

Language-Image Pretraining) 

[103] 

It evaluates the consistency between a generated image and the 

descriptive text that generated it. It is calculated as the cosine 

similarity between the text and image vectors in the CLIP 

embedding space. Values range from -1 to +1. 

 

o +1: image highly consistent with the text. 

o   0: no clear relationship. 

o -1: contradiction or inconsistency. 

LPIPS (Learned Perceptual 

Image Patch Similarity) [104] 

It measures the perceptual similarity between two images from 

a human perspective. It uses intermediate activations of CNN 

networks such as AlexNet, VGG, or SqueezeNet trained for 

classification, learning the weights for each layer, adjusted to 

human judgment. 

Values range from: 

o 0.0<=0.5: very similar images. 

o >0.5: perceptually very different images. 

R-LPIPS [105] Based on LPIPS but uses adversarial training to improve 

robustness. 

SSIM [106] [107] It evaluates the quality of an image by comparing it to a 

reference image. It assesses the structural similarity, luminance, 

color, and contrast between two images. It is used to measure 

the loss of quality after compression. Measure similarity. 

MS-SSIM (Multi -Scale 

Structural Similarity Index) 

[108] 

It's an improvement on traditional SSIM for better capturing 

human perception of visual quality. It evaluates structural 

similarity, luminance, and contrast between two images, but 

does so at multiple resolutions (scales), allowing it to capture 

both local and global differences. 

More robust than SSIM in the face of scale changes and global 

distortions. Widely used in compression and reconstruction 

tasks. 

CCMD  [109] [110] Proposed as an alternative to FID given its limitations. 
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Summary: 

 

Over the last few years, numerous metrics and benchmarks have been developed to evaluate 

the performance of generative models, both in text and image generation tasks. Among the 

most widely used for images are FID (Fréchet Inception Distance), IS (Inception Score), and 

CLIPScore (Contrastive Language-Image Pretraining). In the text domain, the most common 

metrics include BLEU, ROUGE, and BERTScore. These tools allow for comparison of the 

quality, consistency, and fidelity of models, and constitute an essential pillar for measuring the 

progress of the models. 

 
 

 

10. Protocols. 

    10.1. C2PA (Coalition for Content Provenance and Authenticity). 

It is an open standard that allows embedding content credentials in digital audiovisual files [111] 

[112] [113]. This standard aims to guarantee the integrity and origin of digital content such as 

images, audio, video, or documents in the face of the increase in synthetic media and file 

manipulation. It attaches verifiable information about the origin and modifications of the content 

using cryptography. 

The information includes is: 

¶ Date. 

¶ Location. 

¶ Capture device. 

¶ Modifications made. 

This protocol stems from the Origin project (2019) to establish the provenance of files and attach 

authenticated metadata to multimedia content initiated by companies. 

¶ BBC. 

¶ CBC Radio-Canada. 

¶ The New York Times. 

¶ Microsoft. 

¶ Media City Bergen. 

¶ IPTC (International Press Telecomunications Council). 

Instead of trying to detect which content has been modified, they considered it more practical and 

reliable to be able to cryptographically determine which organization or person claims to have 

published the content [114]. 

In parallel, another consortium, the Content Authentication Initiative (CAI), led by Adobe, had 

been analyzing the problem of misinformation from the creator's perspective and reached the 

same conclusions. 

The members of these two groups, along with ARM, Intel, Truepic, Sony, and others, formed an 

open standards body: the Coalition for Content Provenance and Authentication (C2PA). In 

January 2022, they published the first version of the C2PA standard (v1.0). 
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The design objectives were: 

¶ To provide producers and custodians of any content with a way to verify the provenance 

of the data. 

¶ C2PA specifications do not make value judgments about the validity of a provenance 

dataset included in a manifest, but simply verify whether the claims included are correct 

and have not been manipulated. 

The technical approach of C2PA consists of authenticating provenance metadata using a manifest 

data structure that includes a unique representation of the content bits in the form of a secure 

cryptographic hash (SHA-256 or others). 

After linking the content representation to the metadata manifest, it is cryptographically signed 

with public credentials recognized by validators (X.509 certificates). 

In this way, a validator can determine the technical integrity of the received manifest and content 

by validating the manifest signature and verifying that the received content matches the content 

representation in the manifest. Figure 10.1 shows a simplified diagram of the C2PA scheme, and 

Figure 10.2 shows all the components of the manifest. 

 

 

 

 

 

Figure 10.1. Simplified C2PA diagram. Source: https://drive.google.com/file/d/1-KdLn5n-

k_9bAILsnGAi81BW8c0zibee/view 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 10.2. Components of the C2PA manifesto. Source: https://drive.google.com/file/d/1-KdLn5n-

k_9bAILsnGAi81BW8c0zibee/view 

https://drive.google.com/file/d/1-KdLn5n-k_9bAILsnGAi81BW8c0zibee/view
https://drive.google.com/file/d/1-KdLn5n-k_9bAILsnGAi81BW8c0zibee/view
https://drive.google.com/file/d/1-KdLn5n-k_9bAILsnGAi81BW8c0zibee/view
https://drive.google.com/file/d/1-KdLn5n-k_9bAILsnGAi81BW8c0zibee/view
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    10.2. Integrating C2PA into social media. 

The International Press Telecommunication Council (IPTC) is actively working to ensure that 

media organizations adopt the C2PA protocol at every stage, from acquisition to publication 

[115]. 

C2PA has great potential to combat disinformation. It addresses the problem by authenticating 

the provenance of images, videos, and other content, allowing users to verify their original source. 

Despite its potential, it depends on widespread adoption by both content creators and technology 

platforms [116]. 

Although many technology companies and social networks have demonstrated the importance of 

its implementation, very few have fully integrated it into their systems. LinkedIn  was the first 

platform to implement support for published content signed with C2PA. YouTube partially 

implements the protocol. In some videos, the extended description displays the notice "Recorded 

with a camera," indicating that the creator used specific technology to verify the video's origin 

and confirm that neither the audio nor the visuals have been altered. For this message to appear, 

creators must use C2PA-compatible tools (version 2.1 or higher) to record their videos. These 

tools add metadata to the video file to confirm its authenticity. YouTube will indicate that the 

content was recorded with a camera and add the corresponding notice when it detects this 

metadata [117]. Furthermore, the audio and visuals of the content must also be unedited. This lets 

users know that the content was recorded with a camera or other recording device and that the 

audio and video have not been modified. The "Recorded with a camera" notice only appears if a 

creator chooses to use C2PA technology during recording. This function is independent of other 

policies that Google has on best practices and warnings about altered and synthetic content, 

accessible at https://support.google.com/youtube/answer/14328491. TikTok  also uses C2PA and has begun 

labeling AI-generated content (AIGC). Meta has also joined the C2PA steering committee [118] 

and demonstrates its commitment to transparency for users of its apps and platforms. Instagram 

(Meta) also uses C2PA technology to identify and label AI-generated images. Other members of 

the C2PA steering committee include Adobe, BBC, Google, Intel, Microsoft, OpenAI, Publicis 

Groupe, Sony, and Truepic. 

 

    10.3. Devices, software and platforms that support C2PA. 

Some manufacturers, such as Sony, Nikon, Leica, and others, have incorporated the C2PA 

protocol into certain products. Various platforms and software manufacturers, such as ChatGPT, 

Google Gemini, and Adobe Photoshop, have also integrated it into their products. A more detailed 

list can be found at https://c2paviewer.com/supported-devices. 

 

    10.4. Libraries for implementing C2PA. 

The Coalition for Content Provenance and Authenticity (C2PA) defines the open standard that 

specifies how to embed, sign, and verify provenance metadata (Content Credentials) in images, 

videos, audio, or digital documents. The Content Authenticity Initiative (CAI) develops the open-

source SDK, tools, documentation, and libraries in multiple languages that allow developers to 

use the C2PA standard in real-world applications [119]. Figure 10.3 shows the general diagram 

of the SDK. 

 

https://support.google.com/youtube/answer/14328491
https://c2paviewer.com/supported-devices
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Figure 10.3. General SDK diagram. Source: https://opensource.contentauthenticity.org/docs/introduction 

 

Several libraries exist for including the C2PA protocol in an organization: 

¶ The open-source c2pa-rs library. This is Rust's official SDK for creating and validating 

C2PA manifests. It is the reference implementation and is called from an AWS Lambda 

function. AWS Lambda is a serverless computing service from Amazon Web Services. 

¶ The c2pa-js library, for JavaScript/TypeScript languages. Designed for integration into 

web applications or Node.js. Available at https://github.com/contentauth/c2pa-js. 

¶ The c2pa-python library, the official Python library for using the C2PA Rust SDK. 

¶ The Truepic library, a commercial resource. 

 

Official documentation and links to other libraries in other programming languages can be 

found on the website https://c2pa.wiki/. 

As described in the official documentation, some technology platforms may delete C2PA 

manifest data if, for example, they use software that does not yet support the standard. They 

recommend using C2PA, an invisible watermark, and a content fingerprint together. With these, 

the manifest could be retrieved from an external database, and combining watermarks and content 

fingerprints would improve the robustness of the source information. 

The C2PA specification refers to watermarking and content fingerprinting as soft links and 

requires that they be generated using one of the approved watermarking and content fingerprinting 

algorithms. A list of approved algorithms can be found at 

https://opensource.contentauthenticity.org/docs/durable-cr/sb-algs/. 

 

 

 

https://opensource.contentauthenticity.org/docs/introduction
https://github.com/contentauth/c2pa-js
https://c2pa.wiki/
https://opensource.contentauthenticity.org/docs/durable-cr/sb-algs/
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    10.5. Public C2PA Validators. 

Public validators exist to indicate the origin of files, such as those found on websites: 

¶ Content Credentials: available at https://verify.contentauthenticity.org/. 

¶ Origin Verify News Provenance Verification: available at https://originverify.iptc.org/. 

¶ Adobe: available at https://contentauthenticity.adobe.com/. 

 

    10.6. How to become a C2PA member. 

The IPTC created two standards for both photographs and videos: the IPTC Photo Metadata 

Standard and the IPTC Video Metadata Hub, respectively. Due to their widespread adoption, the 

IPTC was invited to participate in the design and specification process of the Coalition for Content 

Provenance and Authenticity (C2PA). The C2PA group establishes the technical specification, 

and two other groups promote it globally: the Content Authenticity Initiative is raising awareness 

of the work within the creative industries, and Project Origin is bringing it to the news and media 

industries. Figure 10.4 illustrates how these groups interact with media outlets and creators. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 10.4. C2PAôs Relationship with Project Origin/IPTC Media Provenance.  
                             Source: https://iptc.org/media-provenance/iptc-committee/ 

 

IPTC invites broadcasters and publishers interested in working collaboratively to advance the 

implementation of the C2PA standard within the news ecosystem to join the IPTC Media 

Provenance Committee. Currently, there are three working groups [120]: 

¶ The Provenance Governance Working Group, which focuses on policies and guidelines 

for managing the publisher certification system and ensuring that the application process 

is fair, open, and transparent. 

https://verify.contentauthenticity.org/
https://originverify.iptc.org/
https://contentauthenticity.adobe.com/
https://iptc.org/media-provenance/iptc-committee/
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¶ The Provenance Best Practices and Implementation Working Group, which brings 

together professionals from IPTC member organizations to share advice, lessons learned, 

and tools for implementing C2PA technology with Verified News Publishers 

certifications within their news organizations. 

¶ The Provenance Advocacy and Education Working Group, whose mission is to bring the 

message to the news industry and, eventually, to the general public. 

 

To express interest in joining this initiative, please complete the form available at 
https://iptc.org/verified-news-publishers-list/verified-news-publishers-list-register-your-interest/. 

The full list of IPTC Origin Verified News Publishers is available at https://iptc.org/verified-news-

publishers-list/, where we can see that RTVE is not included either. 

 

    10.7. ISO/IEC 27037:2012. 

ISO/IEC 27037 establishes guidelines for the identification, collection, acquisition, and 

preservation of digital evidence [121]. This standard is international in scope. 

It defines procedures for the identification, acquisition, preservation, and analysis of digital 

content, ensuring its legal validity. 

It is a more general standard, not limited to audiovisual analysis; it is used in digital forensics for 

evaluating the investigation phases of crime scenes and data seizures to determine the digital 

footprints of a crime. 
 

Summary: 

 

 

C2PA is an open standard designed to guarantee the provenance and authentication of digital 

content (images, video, audio, documents) in the face of the rise of synthetic media and 

manipulation. To this end, it allows verifiable credentials to be embedded in files using 

cryptographic technique. 
 

Its origins can be traced back to Project Origin (2019), spearheaded by organizations such as 

the BBC, CBC, The New York Times, and Microsoft, which focused on verifying who 

publishes content rather than trying to detect if it has been manipulated. In parallel, Adobe led 

the Content Authenticity Initiative (CAI) with a similar approach. Both groups joined forces 

with companies like ARM, Intel, Sony, and Truepic to create C2PA, publishing the first version 

of the standard in January 2022. 
 

The standard's design pursues two main objectives: 

¶ To allow verification of the origin of any digital content. 

¶ To validate that the manifesto's claims are authentic and have not been altered, without 

judging their veracity. 
 

Technically, C2PA works through a cryptographic manifest that contains a hash of the content 

(e.g., SHA-256) and a digital signature based on public certificates (X.509). This allows a 

validator to verify that: 

¶ The manifest has not been manipulated. 

¶ The content matches the registered hash. 
 

In the social media sector, progress is being made in integrating the C2PA protocol, and 

companies in the industry have demonstrated their commitment to advancing transparency in 

identifying artificially generated images. Some manufacturers, such as Sony and Nikon, have 

already incorporated the protocol into some of their products. 

 
 

https://iptc.org/verified-news-publishers-list/verified-news-publishers-list-register-your-interest/
https://iptc.org/verified-news-publishers-list/
https://iptc.org/verified-news-publishers-list/
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11. Data verifiers and fact-cheking platforms. 

Numerous tools and platforms exist for detecting fake news, ranging from manual fact-checkers 

and specialized websites to advanced solutions that employ artificial intelligence. Below are some 

examples, both national and international: 

 

¶ Verifica RTVE : This is the RTVE team responsible for investigating and debunking 

hoaxes and fake news circulating online, especially regarding health, politics, and 

vulnerable groups. It was initially created in 2020 to verify information related to 

COVID-19 [122]. Figure 11.1 shows an extensive list of resources for investigating 

images, videos, social media, maps, metadata, etc., available on the VerificaRTVE 

advanced tools webpage. 

¶ Newtral: This is a Spanish media outlet, founded in 2018 by Ana Pastor, that combines 

investigative journalism with fact-checking and the use of technology, including artificial 

intelligence, to detect disinformation [123]. 

¶ Infoveritas: This is a Spanish media outlet specializing in fact-checking and verifying 

news. Founded in 2022, it belongs to the Agranda S.L. group, which owns the newspaper 

El Debate. Funded by the Catholic Association of Propagandists [124] [125]. 

¶ Maldita.es: A Spanish fact-checking platform that focuses on debunking misinformation 

about politics, science, and food. Founded in 2014, it has been a non-profit foundation 

since 2020 [126]. 

¶ EFE Verifica : A division of the EFE News Agency (a public entity), created in 2019. Its 

objective is to combat disinformation in Spanish [127]. 

¶ Verificat : A non-profit foundation dedicated to fighting disinformation and manipulation 

online, created in 2019. It is recognized by the International Fact-Checking Network 

(IFCN), the European Fact-Checking Standards Network (EFCSN), and the European 

Disinformation Observatory (EDMO). 

¶ AFP Factual: It is the verification section of the AFP news agency (Agence France-

Presse) that operates globally to confirm the veracity of news and images [128]. 

¶ Google News Initiative (GNI) : This is a Google program to support journalism in the 

digital age, with the objectives of increasing quality, strengthening its business model, 

and providing training. All of this is focused on combating disinformation [129]. 

¶ Google Fact Check Explorer: This is a tool that allows users to search for and verify 

fact checks (text and images) produced by independent organizations worldwide. It 

allows users to enter terms, names, or claims to locate previously published fact checks 

and access their original sources. 

Below, we will show a fact-check performed with Google Fact Check. The article in question is 

titled ñHamas celebrating in the streets of Gaza after the ceasefire agreementò. Figure 11.2 

shows the results from Google Fact Check, and Figure 11.3 shows the details of the article 

provided by Maldita.es. The conclusion is that this is fake news; the images used in the video, 

although real, had been circulating online for a previous date and referred to a celebration of the 

prisoner exchange on January 25, 2025. 
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Figure 11.1. Resources available at VerificaRTVE. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 11.2. Verification test performed with Google Fact Check Explorer/Maldita.es. 
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Figure 11.3. Verification results obtained with Google Fact Check Explorer/Maldita.es. 

 

Summary: 

 

There are a large number of platforms and tools for news verification and fact-checking, both 

national and international. Among the most popular are Verifica RTVE, Newtral, EFE Verifica, 

Maldita.es, AFP Factual, and the Google News Initiative, among others. 

 

These platforms use artificial intelligence and verified databases to classify news stories. 

 

 

 

12. Technologies for traceability. 

Recent advances in generative AI present new challenges in combating disinformation, protecting 

copyright, and identifying the origin of content. 

Emerging content provenance standards such as C2PA incorporate signed metadata into files to 

describe how an image was created, who created it, and through what means. However, this 

metadata is often deleted when resources are shared and distributed online. Various methods can 

be used to protect traceability, such as: a digital watermark, which offers a way to incorporate an 

imperceptible identifier that can be used to retrieve provenance information in this situation; 

blockchain cryptography; or a reverse image search to locate the source of the information. 
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    12.1. Digital watermarks. 

The purpose of watermarking images is to incorporate a secret, for example, source data, directly 

into the image content, so that changes to the image are invisible to the naked eye, but detectable 

by a watermark decoder. 

This procedure is known as steganography, which consists of hiding data within other data. 

 

        12.1.1. IMATAG A uthenticity . 

Authenticy is a commercial solution that provides robust protection, labeling, and certification 

for visual content (images, photos, videos, PDFs) using invisible watermarks [130] [131]. 

        12.1.2. SynthID.  

It is a family of tools developed by Google DeepMind to mark and detect content created by 

Google's artificial intelligence. It embeds "invisible" digital watermarks in the image, audio, text, 

or video content generated by Google AI [132] [133], making them imperceptible to humans but 

detectable by trained models. The watermark does not change the quality of the image, video, 

audio, or text. It is added when the content is created and is designed, according to Google, to 

withstand modifications such as cropping, adding filters, changing the frame rate, or performing 

lossy image or audio compression processes. 

It's integrated into Google's generative AI products: 

¶ Gemini (SynthID-Text): adjusts word generation probabilities to encode the brand 

without altering readability. It adds a logit layer before the model output to subtly modify 

the model scores using a pseudorandom function, thus altering the probabilities of 

predicted words. The introduced pseudorandom pattern can be detected. 

¶ Image (SynthID-Image): the watermark is added by slightly modifying the intensity of 

certain pixels following a mathematical pattern, performed in both the spatial and 

frequency domains. 

¶ Lyria  (music): the watermark is added to the sound wave without altering its quality. 

¶ Veo (video). 

To verify the content, the SynthID Detector is used, which allows users to upload content to 

check if it was generated by Google AI. 

        12.1.3. SynGuard. 

The article ñRobustness Assessment and Enhancement of Text Watermarking for Googleôs 

SynthIDò (Xia Han et al. 2025) [134] studies the robustness of Google DeepMindôs SynthID 

method, identifying some vulnerabilities to watermark removal attacks, such as paraphrasing and 

back-translation of texts, which worsen the detectability of watermarks. Back-translation consists 

of translating the original text with the watermark into an intermediate language (pivot language) 

and then translating it back into the original language. 

To overcome these limitations, they propose a new hybrid method, SynGuard, which combines 

Semantic Information Retrieval (SIR) with the probabilistic watermarking mechanism of 

SynthID-Text. This combination inserts watermarks at both the lexical and semantic levels, 

improving detection while preserving the original meaning. According to the article, this hybrid 

method improves watermark recovery by an average of 11.1% using the F1-Score metric. All the  
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code, datasets, and evaluation scripts are publicly available at: 

https://github.com/githshine/SynGuard. 

 

        12.1.4. StegaStamp. 

The University of California, Berkeley, introduced StegaStamp in 2020. This method inserts 

invisible hyperlinks into physical and digital photographs using neural networks [135]. It is 

designed so that the code can be recovered even if the images are printed or re-photographed. 

The data we want to hide can be inserted into the least significant bits of an image's binary 

encoding, in subtle variations of color or brightness [136]. 

Figure 12.1 shows a diagram of the method used. And in Figure 12.2 some examples of encoded 

images are shown, where the residual image represents the difference between the original image 

and the image modified by StegaStamp. 

 

 

 

 

 

 

 

 

Figure 12.1. Methods used by StegaStamp. Source: https://www.matthewtancik.com/stegastamp 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 12.2. Examples of images encoded by StegaStamp. Source: 

https://www.matthewtancik.com/stegastamp 

https://github.com/githshine/SynGuard
https://www.matthewtancik.com/stegastamp
https://www.matthewtancik.com/stegastamp
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        12.1.5. VideoSeal. 

It is an open-source project from Facebook Research (2024) for embedding watermarks in video 

or images [137] [138]. The GitHub repository includes pre-trained models, training code, 

inference code, and evaluation tools, all released under the MIT license, as well as next-generation 

image watermark base models adapted for video watermarking (including MBRS, CIN, 

TrustMark, and WAM) that allow for the free use, modification, and distribution of the code and 

models. 

To reduce the computational load, it does not generate the watermark for all images in the video; 

instead, it generates k watermarks independently and propagates them along the time axis to the 

k adjacent images, as can be seen in Figure 12.3. 

 

 

 

 

 

 

Figure 12.3. Temporal propagation of watermarks in VideoSeal. Source: VideoSeal: Open Efficient Video 

Watermarking. 

 

        12.1.6. TruskMark. 

In 2023, researchers from Adobe and the University of Surrey presented TrustMark  [139], an 

imperceptible watermarking system designed for images of any resolution, with the aim of 

ensuring authenticity and traceability in environments where metadata can be lost, such as social 

media or generative AI. Its architecture is based on three main components: an Embedder (E), 

which inserts the watermark into the image; an Extractor (X), which retrieves the watermark; and 

a Noise Module (N), which simulates disturbances during training to improve robustness. 

The process begins by generating a residual containing the watermark information, which is added 

to the original image almost imperceptibly. To maintain visual quality, TrustMark employs 

combined losses: GAN loss, LPIPS, YUV space metrics, and Focal Frequency Loss (FFL), which 

preserves high-frequency details. Furthermore, it introduces a universal scaling mechanism, 

calculating the watermark at 256 x 256 pixels and adapting it to any size through interpolation, 

making it compatible with arbitrary images. 

During training, 18 noise transformations (JPEG compression, blurring, color changes, cropping, 

etc.) are applied to ensure the watermark is resistant to common degradations. The system 

achieves PSNR > 40 dB and SSIM å 0.99, maintaining high visual quality and extraction accuracy 

even under disturbances. It also incorporates TrustMark-RM, a watermark removal method useful 

for watermark reprinting. The architecture used can be seen in Figure 12.4. The code is available 

at https://github.com/adobe/trustmark. 

 

 

 

https://github.com/adobe/trustmark
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Figure 12.4. TrusMark arquitecture. Source: TrustMark: Universal Watermarking for Arbitrary Resolution Images 

 

 

        12.1.7. InvisMark.  

In 2024, Microsoft researchers presented InvisMark [140], an advanced technique for embedding 

invisible watermarks in images, with the aim of ensuring the authenticity and traceability of digital 

content. It was trained on 100,000 images generated with DALL-E 3 and evaluated using the 

DIV2K dataset (images with a resolution of 2048 x 1080). It achieved better results than other 

techniques employed. InvisMark obtained PSNR > 47 dB and SSIM å 0.997 with 256-bit 

watermarks. Figure 12.5 shows the architecture used, and Figure 12.6 shows a comparison of the 

images obtained with various watermark embedding techniques, where it can be observed that the 

residue is less with InvisMark. Although it represents a significant improvement and generally 

maintains exceptional image quality, absolute imperceptibility cannot be guaranteed. In rare 

cases, subtle artifacts may appear in areas with broad, uniform backgrounds, such as clear skies. 

The study authors acknowledge these limitations. An example of the watermark being embedded 

in an image is shown in Figure 12.7, while Figure 12.8 illustrates the aforementioned limitation. 

The source code and other resources are available at https://github.com/microsoft/InvisMark. 
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Figure 12.5. InvisMark arquitecture. Source: InvisMark: Invisible and Robust Watermarking for AI-generated ImageProvenance 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 12.6.  Comparison between images encoded with InvisMark, TrustMark, SSL, 

StegaStamp, and dwtDctSvd. Source: InvisMark: Invisible and Robust Watermarking for AI-generated Image 

Provenance 



 

  State-of-the-art study in the detection of fake news 

 

50 
 

 

 

 

 

 

 

 

 

 

Figure 12.7.  Example of an image generated by DALL -E 3 with an embedded watermark. Source: 

InvisMark: Invisible and Robust Watermarking for AI-generated ImageProvenance 

 

 

 

 

 

 

 

Figure 12.8.  Limitations of InvisMark.  

 

 

    12.2. Blockchain for certificates. 

Blockchain is a technology that allows for the secure, transparent, and decentralized storage of 

information. It is based on a chain of blocks, where each block contains data and is connected to 

the previous one via cryptography, making it virtually impossible to modify the information 

without altering the entire chain. 

Blockchain provides: 

¶ Security : Data is encrypted and distributed, making fraud and manipulation more 

difficult. 

¶ Transparency: All participants can view the transaction history. 

¶ Decentralization: It doesn't depend on a central entity; information is distributed 

across multiple nodes. 

¶ Traceability : The origin and path of products, documents, or digital assets can be 

tracked. 

¶ Automation: It allows for the execution of smart contracts that are automatically 

activated when certain conditions are met. 
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  12.2.1. Inkan. 

It is a technological platform that uses blockchain, cybersecurity, and artificial intelligence to 

certify and authenticate digital images and documents, with the aim of reducing fraud and 

improving traceability in business processes [141]. It is primarily geared toward insurance 

management, policy management, and claims, collecting images and documentation to ensure 

their traceability and automating workflows with digital signatures and certificates. It is a 

commercial solution. 

It is used for: 

¶ Authenticating digital content: Verifying the authenticity of images and documents 

using digital signatures and blockchain 

¶ Fraud prevention: Detecting alterations in digital files, protecting companies from 

internal or external manipulation. 

¶ Reliable traceability: Allows you to track the history of a document or image from 

its origin, ensuring it has not been modified. 

¶ System integration: Offers APIs and SDKs to integrate its technology into existing 

systems. 

 

Libraries are available for: Python, JavaScript, etc. 

You can configure each captured image or video to: 

¶ Be digitally signed. 

¶ Be recorder on the blockchain. 

¶ Be stored with verificable metadatos. 

o Date. 

o Location. 

o Author. 

o Device. 

 

    12.3. Reverse search and metadata analysis. 

Reverse search is a technique that allows you to find information related to a specific file or piece 

of data, such as an image, web address, or text snippet, instead of searching by keywords as in a 

traditional search. It is useful for source verification (journalism, research), copyright protection, 

online reputation analysis, and fraud or impersonation detection. 

It can be divided into several types: 

¶ Reverse image search: Tools such as Google Images, TinEye, InVid, or 

Metadata2Go can be used [142]. The tool searches for where that image appears on 

the internet, similar versions, or its origin. It is used to: 

o Verify if an image is fake or manipulated. 

o Find the original source of a photo. 

o Detect plagiarism or unathorized use. 

¶ Reverse search of text or documents: Used to find out if a text has been published 

on other websites. Tools like Turnitin and Copyscape use it in education and web 

content. 
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¶ Reverse search of audio or music: Applications like Shazam and Google Sound 

Search identify songs by listening to a snippet. 

¶ Reverse link or URL search: Used to investigate which sites link to a specific page 

(useful for SEO or web analytics). 

 

        12.3.1. Google Images. 

It allows you to upload an image or use a URL to search for similar images, modified versions, 

and discover their origin on the web. It crawls all the entries where the image appears. It can be 

used from its website [143] or as a browser extension for Chrome or Firefox. 

Uses the Google Lens tool to analyze the objects, text, colors, and shapes that appear in an image 

to identify elements and find matches. Images are compared for visual similarity and contextual 

relevance (metadata, text, tags). It is multimodal, combining visual input with text to improve the 

accuracy of the results. 

  

Google Lens uses several AI models for visual search: 

¶ Google Lens plus Gemini 2.5: Gemini 2.5 is Google's multimodal language model that 

allows for the interpretation of images alongside text. It's used in the new AI Search 

Mode, which combines visual understanding with advanced linguistic capabilities. 

¶ AI Vision (Google Cloud): Uses deep neural networks for image recognition. It has APIs 

for classification, object detection, and OCR (optical character recognition). 

¶ Image 4 (Google DeepMind): This is a text-to-image diffusion model with a 

photorealistic approach. Although it is more oriented towards image generation, it shares 

an architecture with visual analysis models. The Gemini API (in-code integration) [144] 

[145] and Google AI Studio (visual interface for testing) can be used. Image 4 is 

available in three versions (Image 4 Fast; fast and cost-effective, ideal for prototyping. 

Image 4; balanced between quality and performance. Image 4 Ultra; maximum visual 

fidelity and 2K resolution). 

Google has used several datasets to train its computer vision models: 

¶ Open Images V7: With over 9 million annotated images. Includes bounding boxes, 

segmentation, visual relationships, and image-level labels. 

¶ ImageNet: It contains 14 million images classified into more than 21,000 categories. 

¶ COCO (Common Objects in Context): It is a dataset with annotated images for object 

detection, segmentation, and human pose analysis. 

¶ Vertex AI (Goggle Cloud): A platform that allows training custom models with your 

own datasets. 

 

Figure 12.9 shows an image with which we tested the tool, and Figure 12.10 shows the results 

obtained. He was also provided with the same image but crudely modified, figure 12.11, drawing 

some lines to check how it affects the results obtained, shown in figure 12.12. We can observe 

that in both cases he found other similar images and their origin. 
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Figure 12.9. Original image provided. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figura 12.10. Similar images found using Google Imágenes. 

 

 

 

 

 

 

 

Figura 12.11. Modified image provided. 
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Figura 12.12. Similar images found using Google Images of the modified image. 

 

        12.3.1.1. Example of Gemini API usage. 

An API key is required. 

# Genera te  im ages from  text  

 

from  google import  genai  

from  google . genai  import  types  

from  PIL import  Image  

from  io import  BytesIO  

# Inici tialize the client  

client = genai . Client ()  

 

# Genera te  im ages with  Imagen 4  

response = client . models . generate_images (  

    model ='imagen - 4.0 - generate - 001' ,  

    prompt =' A robot holding a red scooter ' ,  

    config =types . GenerateImagesConfig (  

        number_of_images =1 

    )  

)  

 

# Display the generated im ages  

for  generated_image in  response . generated_images :  

    generated_image . image . show()  
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The generated image is shown in Figure 12.13. 

 

 

 

 

 

 

 

 

Figure 12.13. Robot holding a scooter, image generated by Google images. 

 

        12.3.2. TinEye. 

Allows you to upload an image or use a URL to search for similar images, modified versions, and 

discover their origin on the web. Compares the image against a database of over 78 billion images 

[146]. Crawls all entries in which the image appears, as shown in Figure 12.14. 

TinEye has a (commercial) API to integrate its reverse image search engine into your own 

applications and systems [147]. It also has extensions for the main web browsers (Firefox, 

Chrome, Edge, Opera) 

The main features of the TinEye API are: 

¶ API type: RESTful, accessible vía HTTP/HTTPS. 

¶ Response format: JSON. 

¶ Compatibility : Works with the programming languages Node.js, PHP, Python y Ruby. 

¶ Supported image formats: JPEG, PNG, WebP, AVIF, GIF (non-animated), BMP y 

TIFF. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 12.14. Results found by TinEye. 
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It also has other applications: 

¶ MatchEngine: API for finding duplicate and modified copies of an image. 

¶ TinEye API: Automatically search the TinEye database for images for verification [148] 

[149] [150]. 

¶ TinEye Alerts: Application for continuous online tracking of copyrighted or patented 

images or logos. 

¶ MulticolorEngine: Performs searches by color. 

¶ WineEngine: API for scanning labels of wine, beer, whiskey, and all spirits. 

¶ MobileEngine (Mobile image recognition): Image recognition for mobile applications. 

¶ MobileEngine (TCGs and sports cards): Recognition of TCG and collectible cards 

(Pokémon, sports cards) for mobile applications. 

¶ MobileEngine (Cover scanning for comics): Get information about the price and other 

details of comic simply by taking a picture. 

 

All these APIs are commercial; Figure 12.15 shows the pricing for TinEye. 

 

 

 

 

 

 

Figure 12.15. TinEye API pricing. 

 

        12.3.2.1. Example of using the TinEye API. 

 

import  requests  

 

# Aut hentica t i on data  

api_url = "https://api.tineye.com/rest/search/"  

username = "TU_USUARIO_API"  

password = "TU_CONTRASEÑA_API" 

 

# Image  to search ( can be a public URL o r  a local  file )  

image_url = "https://example.com/imagen.jpg"  

 

# Request p ar ameter s 

params = {  

    "image_url" :  image_url ,  

    "sort" :  "score" ,   # Op t ional: can be  'score', 'crawl_date', etc.  

    "offset" :  0,  

    "limit" :  10 

}  

 

 

# Make the request  
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response = requests . get ( api_url ,  params =params ,  auth =( username ,  

password ))  

 

# Display results  

if  response . status_code  == 200 :  

    data = response . json ()  

    print ( "Result s found :" )  

    for  result in  data . get ( "results" ,  []):  

        print ( result [ "backlinks" ][ 0][ "url" ])  

else :  

    print ( "Error:" ,  response . status_code ,  response . text )  

 

The API returns information such as: 

¶ backlines: URLs where the image or similar versión was found. 

¶ image_url: Direct link to the found image. 

¶ crawl_date: Date that TinEye crawled that image or similar one. 

¶ score: Similarity score (higher score means closer match). 

 

This allows us to: 

¶ Check if the image has been used on the other sites. 

¶ Identify if it has been modified (cropped, filtered, text added). 

 

        12.3.3. InVID. 

InVID (In Video Veritas) is a free tool designed to verify the authenticity of videos and images 

[[151][152][153][154]. It was developed within the framework of the European Horizon 2020 

program (the EU's largest research and innovation program) [155] and is especially geared 

towards journalists, researchers, and content verifiers. 

The technology was designed and developed by Condat AG, based on the Verification M anual 

[156] and guidance from InVID's partners, Agence France-Presse and Deutsche Welle. 

It is available as a web browser extension, a web-based application [157] (it does not have a 

traditional installer; it functions as an extended web extension) [158], and a limited API that 

allows us to: 

¶ Video analysis: Extract metadata and context from videos on YouTube, Facebook, 

Twitter, etc. (Publication date, recording location, featured comments, number of likes 

and dislikes, duration, locations mentioned in the video, channel where it is hosted). 

¶ Keyframes: Fragments the video into keyframes to perform reverse image searches. 

¶ Thumbnail Search: Allows you to search for video thumbnails on search engines like 

Google, Yandex, or Baidu. 

¶ Magnifier : Enlarges details of frames to detect manipulation. 

¶ Metadata Viewer: Reads EXIF data from images (date, device, location). 

¶ Forensic Tools: Applies filters to detect edits or alterations in images. 

¶ Twiter Search: Search for related posts. 
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With this, we can: 

¶ Verify if a video or image has been manipulated or taken out of context. 

¶ Detect deepfakes (replacing the face and voice in a video) or montages. 

¶ Identify the original source of a video or image. 

¶ Check if content has been previously published. 

¶ Prevent the spread of fake news. 

 

We obtain all the contextual information from the video, as shown in Figure 12.16. It also shows 

the location mentioned in the video, as shown in Figure 12.17. Figures 12.18 and 12.19 show the 

different user interfaces. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 12.16. Contextual information displayed by InVID. 

 

 

 

 

 

 

 

 

Figure 12.17. Location of names placed displayed by InVID. 
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Figure 12.18. InVID web browser interface. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 12.19. InVID application interface. 
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        12.3.4. Metadata2Go. 

Metadata2Go is a free web tool for obtaining the metadata contained in files [159]. Registration 

is not required. The platform has incorporated new tools such as: metadata removal, metadata 

editing, image extraction from PDF files, and image and video comparison, as shown in Figure 

12.20. 

 

 

 

 

 

 

 

Figure 12.20. Tools available in Metadata2Go. 

 

The image comparison tool was tested, but the methods it uses are very basic. It only allows 

comparing the image pixel by pixel. pixel and measure the AE (Absolute Error), MAE (Mean 

Absolute Error), RMSE (Root Mean Square Error), PSNR (Maximum Signal-to-Noise Ratio), 

and SSIM (Structural Similarity Index). Figure 12.21 shows the comparison of the photograph of 

Abraham Lincoln with the original used to create a photomontage (see section 12.1.3), using the 

AE and RMSE metrics. 

 

 

 

 

 

 

     a) 

 

 

 

 

 

     b) 

Figure 12.21. Abraham Lincoln image comparison in Metadata2Go. a) AE, b) RMSE. 
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Summary: 

 

The expansion of generative AI has intensified the need to detect the authenticity of images, 

recognize their origin, and curb misinformation. Although standards such as C2PA allow the 

attachment of signed metadata that describes the origin, authorship, and method of creation of 

the content, this metadata can be easily lost when images or videos are shared across multiple 

platforms. Therefore, additional technologies have been developed that allow traceability to be 

maintained even when the metadata disappears. 

 

One of the most effective strategies is the digital watermark, which embeds information in the 

own content using steganography techniques, imperceptible to the human eye but detectable 

by software tools. 

 

Some notable watermarking systems include: 
 

¶ SynthID (Google DeepMind): a robust watermark that identifies images and, in more 

recent versions, audio and video. 

¶ SynGuard: a system proposed to address some vulnerabilities discovered in SynthID. 

¶ StegaStamp (University of Berkeley): inserts hyperlinks into physical images that can 

be recovered even after cropping, filters, and reprinting. 

¶ VideoSeal (Facebook Research): introduces next-generation watermarks into 

audiovisual content. 

¶ TrustMark (Adobe and the University of Surrey): an imperceptible watermarking 

system designed for images of any resolution, aiming to guarantee authenticity and 

traceability. 

¶ InvisMark (Microsoft): an advanced technique for embedding invisible watermarks in 

images, with the aim of guaranteeing the authenticity and traceability of digital content. 

 

These methods can be complemented with blockchain techniques or reverse image searches to 

help locate the original source of the audiovisual material. 

 
 

 

 

13. Artificial intelligence tools for detecting deepfakes of images, videos, and text. 

There are many artificial intelligence models specialized in verifying digital image files, 

especially to detect if they have been generated or modified by AI. A series of tests will be 

performed on some of these models to verify their performance and functionality. 

    13.1. Decopy AI. 

This is a free, registration-free image detector for identifying images generated by AI tools such 

as Midjourney, Stable Diffusion, DALL-E, Flux, and others [160]. 

It has been trained on a dataset of 10 million images. It analyzes patterns, pixels, and metadata to 

detect signs of AI-generated images. It is compatible with standard file formats, including JPEG, 

PNG, GIF, BMP, etc. 
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        13.1.1. Example of detecting if an image has been generated by AI. 

 

Figure 13.1 shows a real image being supplied to the tool along with its result. 

 

 

 

 

 

 

 

 

Figure 13.1. Result obtained in Decopy AI with original image. 

 

We will crudely modify the image to see the effect on the results. Figure 13.2 shows the same 

image modified with lines along with its result. 

 

 

 

 

 

 

 

 

 

Figure 13.2. Result obtained in Decopy AI with a modified image. 

 

With the modified image, the results vary only slightly and do not affect the classification. The 

detailed analysis report can be found in Appendix 1, which indicates that the lines appear to have 

been drawn manually. It can be considered to have worked correctly. 
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        13.1.2. Example of detecting whether an image of a person has been generated by AI. 

Let's test if Decopy detects an image of a person that has clearly been generated by an AI system. 

In Figure 13.3, we can see the test image, and in Figure 13.4, details of the arms where generation 

errors are clearly visible. On the right arm, the tattoos are visible above the shirt, and the shirt's 

texture extends onto the arm. On the left arm, the shirt becomes transparent, revealing the forearm 

tattoos. 

 

 

 

 

 

 

 

 

 

Figure 13.3. Original image submitted to Decopy AI. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 13.4. Details of the original image submitted to Decopy AI. 
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The result obtained by Decopy is shown in Figure 13.5. It correctly detected that the image was 

artificially generated, but as we can see in Appendix 2, the full report, its conclusions are 

somewhat weak, based mainly on the smoothness and perfection of the textures, the lack of 

imperfections in the face, and the perfect lighting. 

Although this approach may work well in most real-life images taken in everyday situations, it 

can create certain problems in a television setting where people are made up and properly lit. 

Furthermore, it failed to detect the visual inconsistencies described above. 

Next, we will see what the result would be using a well-crafted and carefully prepared image. 

Therefore, a third test will be performed with a carefully edited photograph. 

 

 

 

 

 

 

 

 
 

 

Figure 13.5. Result obtained by Decopy AI for an image of a person. 
 

In Figure 13.6, we can see a photograph of Ava Gardner with very careful lighting and a very 

smooth texture on her face, due to overexposure in the lighting to eliminate details and 

imperfections. These details, or rather the lack thereof, are precisely what Decopy (and by 

extension, other detectors) used to determine that the previous image was artificial. Let's see how 

it classifies this image, created to smooth skin texture and promote softness and uniformity. The 

results of the classification performed by Decopy are shown in Figure 13.7, and the detailed 

analysis report can be found in Appendix 3. As we can see, it is starting to have some classification 

problems. 
 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 13.6. Image with careful lighting of a person submitted to Decopy AI. 
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Figure 13.7. Result obtained by Decopy AI for an image of a person with careful lighting. 

 

 

         13.1.3. Example of detecting a historical forgery. 

This time, we will check if this tool performs any information analysis beyond that performed on 

the image. For example, it could acquire and verify other types of knowledge obtained from a 

historical database. 

 

We will provide the system with a well-known image of US President Abraham Lincoln  taken 

in 1860, which is actually a historically recognized composite. The image is shown in Figure 13.8. 

 

Since it depicts a historical and well-known figure, the system should recognize him and also 

obtain information that the image is a photomontage from that period. 

 

In reality, it is a photograph of the politician John Calhoun, in which his head was replaced with 

that of Abraham Lincoln. Figure 13.9 shows the result obtained by Decopy AI, and Figure 13.10 

shows the original portrait of John Calhoun alongside that of Abraham Lincoln. The detailed 

report can be found in Appendix 4. 

 

We can observe in the results that it was unable to provide the correct explanation for this 

photograph. Although at least he is right that it was generated by humans! since it was made by 

people using the classic photographic techniques of the time. 

 

 

 

 

 

 

 

 

 

 
 
 

 

 

 

 

 

 

Figure 13.8. Historical image of Abraham Lincoln provided to Decopy AI. 
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Figure 13.9. Result obtained by Decopy AI for historical image. 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 13.10. Original historical image (right) next to the composite (left). 
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        13.1.4. Example of detecting if a video has been generated by AI. 

Let's perform the test with a video downloaded from the artist.io website, a platform for creating 

images and videos with artificial intelligence. In Figure 13.11, we can see an image of the 

generated video along with its prompt. The result obtained by Decopy AI is shown in Figure 

13.12, indicating that it was created by AI, although it doesn't provide any explanation. The video 

can be viewed at https://artlist.io/image-to-video-ai/kling-1-6/style-catalog/showcase/79706d0c-09fb-410d-b8f3-

e14de849eede. 

 

 

 

 

 

 

 

 

 

 

Figure 13.11. Video created by artlist.io. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 13.12. Decopy AI result for a video created by artlist.io. 

https://artlist.io/image-to-video-ai/kling-1-6/style-catalog/showcase/79706d0c-09fb-410d-b8f3-e14de849eede
https://artlist.io/image-to-video-ai/kling-1-6/style-catalog/showcase/79706d0c-09fb-410d-b8f3-e14de849eede
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       13.1.5. Example of detecting if a face was generated by IA. 

Below, we will test whether Decopy AI is capable of detecting an artificially generated face. The 

image shown in Figure 12.13 was obtained from the website https://this-person-does-not-exist.com/es. The 

analysis results are shown in Figure 13.14, where we observe that it has incorrectly classified the 

face as real. In reality, the image is quite accurate except for some minor artifacts in the teeth. But 

what is striking is that the tool was unable to detect that the image itself contains text inserted by 

the website that generated the image, warning that the person is not real. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 13.13. Image of an artificially generated face. 

 

 

 

 

 

 

 

 

 

Figure 13.14. Decopy results for an image of artificiallly  generated face. 

 

https://this-person-does-not-exist.com/es
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        13.2. MyDetector AI. 

It is a free web tool that does not require registration to detect if an image has been generated by 

artificial intelligence [161]. It uses advanced computer vision models trained to identify typical 

patterns in AI-generated images. We will test the same images that were used for the tests 

performed with Decopy AI. 

    

            13.2.1. Example of detecting if an image has been generated by AI . 

Figure 13.15 shows the results for the original ship image. The results for the modified ship image 

are shown in Figure 13.16. The tool's results indicate that both images were generated by AI, 

which is incorrect. 

 

 

 

 

 

 

 

 

Figure 13.15. Result obtained in MyDetector AI with original ship image. 

 

 

En la figura 7.9 se muestran los resultados para la imagen modificada del barco. 

 

 

 

 

 

 

Figure 13.16. Result obtained in MyDetector AI with the modified ship image. 
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        13.2.2. Example of detecting if an image of a person has been generated by AI . 

We will now check the image of a person that has been generated by AI. The result is shown in 

Figure 13.17. In this case, it was correct, although it also failed to detect the inconsistencies 

mentioned earlier. It does not show any more detailed explanation than that indicated in the figure. 
 

 

 

 

 

 

 

 

Figure 13.17. Result obtained by MyDetector AI for an image of a person. 

 

Figure 13.18 shows the results obtained using an image of a person with carefully controlled 

lighting. 

 

 

 

 

 

 

 

 

 

 

Figure 13.18. Result obtained by MyDetector AI for an image of a person with carefully 

controlled lighting. 

MyDetector performed worse than Decopy, as Decopy correctly identified all four images studied 

(excluding the historical image), while MyDetector only correctly identified one. 

This tool does not generate a detailed or reasoned report of its results. 
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    13.3. Isgen AI. 

It is a tool for detecting whether text has been generated by AI. It is a commercial tool, although 

it offers some free plans, allowing 12,000 words per month, 15 daily analyses, or 5 detailed scans 

[162]. With an accuracy of 96.4%. 

 

        13.3.1. Example of detecting if a text has been generated by AI.  

Figure 13.19 shows the text of a news article extracted from the RTVE website. Figure 12.20 

shows the Isgen AI interface. The results obtained by this tool are shown in Figure 13.21. The 

commercial rates can be seen in Figure 13.22. 

 

 

 

 

 

 

 

 

Hamás ha liberado a los últimos 20 rehenes israelíes vivos que, desde el 7 de octubre de 2023, han estado en cautiverio 

en la Franja de Gaza. Un primer grupo de siete secuestrados fue entregado a primera hora de la mañana de este lunes 

en ciudad de Gaza, y los otros 13 fueron transferidos tres horas después en Jan Yunis, en el sur del enclave. En el canje, 

Israel ha excarcelado a unos 2.000 presos palestinos, incluidos 250 condenados a cadena perpetua. 

Este último intercambio de secuestrados por presos en dos años de guerra se espera que sea el primer paso de una paz 

duradera en la Franja de Gaza, que ha sufrido la mayor catástrofe humanitaria de su historia marcada por casi 68.000 

muertos, hambre, destrucción y desplazamientos. El canje, pilar de la primera fase del acuerdo, coincide con la visita 

del mandatario estadounidense, Donald Trump, artífice del plan de paz que se busca implementar. 

"Gracias por sus numerosos esfuerzos para devolver a nuestros rehenes y por su compromiso de construir un futuro de 

paz en nuestra región", ha señalado el presidente israelí, Isaac Herzog, al recibir a Trump a pie de pista a su llegada a 

Tel Aviv, que ha coincidido con la entrega por parte de Hamás a la Cruz Roja del segundo grupo de 13 rehenes, con lo 

que se completaba la liberación de todos los cautivos vivos en manos de los islamistas en la Franja. El presidente 

estadounidense ha aterrizado poco antes de las 10.00 horas y se ha trasladado a la Knéset (Parlamento israelí) en 

Jerusalén, donde se ha reunido con familiares de los cautivos y ha pronunciado un discurso, en el que ha garantizado 

que este acuerdo representa "el fin de la guerra y del terror". 

                                Figure 13.19. RTVE news article dated October 13, 2025. 

https://www.rtve.es/noticias/20251013/hamas-libera-rehenes-israel-alto-fuego-gaza-presos-palestinos/16767696.shtml 

 

 

 

 

https://www.rtve.es/noticias/20251013/hamas-libera-rehenes-israel-alto-fuego-gaza-presos-palestinos/16767696.shtml
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Figure 13.20. Isgen AI interface. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 13.21. Results obtained by IsgenAI for the RTVE news article dated October 13, 2025. 
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Figure 13.22. IsgenAI comercial pricing. 

 

    13.4. Winston AI. 

Winston AI is a comprehensive platform designed to detect AI-generated content with 99.98% 

accuracy [163]. It also offers plagiarism detection and content verification tools. It is a 

commercial tool. It detects images and text (English, French, Spanish, German, Portuguese, and 

Dutch). It can be accessed from its website or as a Chrome web browser extension. An account is 

required, as shown in Figure 13.23. 

 

 

 

 

 

 

 

 

 

 

 

Figure 13.23. Winston AI interface. 

 

 




















































































